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Product Overview

PayShield is a mobile security and anti-fraud solution designed to
protect users from everyday digital threats. It helps detect and warn
against phishing links, fake websites, QR and payment scams,
malicious or fake apps, scam messages, risky calls, remote-access
fraud, suspicious files and network threats.

Key Features

7Y QR & Payment Protection

e Scans QR codes using the phone camera.

e Checks QR codes inside screenshots.

e Warns about suspicious UPI collect requests.

e Alerts you when a payment QR has an open amount.

e Checks QR types including UPI, Wi-Fi, SMS, phone numbers, and
contact cards.

e Shows a clear warning before opening a risky payment or website

action.
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@ Web & Link Protection

e Checks suspicious links before you open them.

e Detects phishing and fake websites.

» Reveals where shortened links actually lead.

e Allows quick link checks when sharing from a browser.
e Helps block known malicious websites.

App & Malware Protection

e Scans apps for signs of malware or suspicious behaviour.
e Helps detect fake or impersonated apps.

e Checks newly installed apps automatically.

e Looks for apps with risky screen-reading permissions.

» Detects hidden or disguised malicious files inside apps.

@) SMS & Message Scam Protection

e Checks incoming SMS and chat notifications for scam signs.

e Detects common fraud messages such as fake KYC warnings,
account suspension threats, and lottery scams.

e Checks links found inside suspicious messages.

e Shows safety warnings beside messages when something looks
risky.
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= Remote Access Protection

» Detects active screen-sharing or remote-control sessions.

» Recognises common remote-access tools.

» Shows a visible warning when a remote session may put the user
at risk.

© Call Protection

e Checks incoming numbers for suspicious patterns.
» Helps identify possible caller-ID spoofing.

e Treats saved contacts as trusted.

e Works with the phone's blocked-number list.

=4 Email Protection

e Checks email notifications for phishing signs.
e Warns when the sender name and email address do not match

properly.
e Helps identify suspicious sender reputations.

Visual Fraud Protection

» Checks screenshots for signs of fake payment slips or bank
receipts.
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Es File & Storage Protection

e Checks whether a file is really the type it claims to be.
» Detects disguised file extensions.
e Can scan folders for suspicious files.

-2 Network Protection

e Helps block malicious websites, trackers and unwanted network

destinations.

Q Privacy & Everyday Protection

e Security checks are designed to happen on the device.
e Sensitive SMS text, contacts and call audio are not intended to be

sent to external servers.
e Protection can restart automatically after the phone restarts or the

app is updated.
» Keeps a local history of security checks and blocked threats.
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